ISSN: 3107-8206
https://rjems.com/index.php/pub

Research Journal of Engineering and Medical Science (RJIEMS)
Volume 1, Issue 2, 2025
DOI: https://doi.org/10.71437/rjems.v1i2.35

Intelligent Cybersecurity Systems to Safeguard
U.S. National Interests Using Al and
Machine Learning

Jawad Sarwar!; Vivek Kumar?; Sadiya Afrin®; Amit Banwari Gupta®

134School of 1T, Washington University of Science and Technology
2Department of 1T, Cloudy Data

Publication Date: 2025/09/28

Abstract
The rising tide of cyber threats in frequency, scope and sophistication, has been of great concern to the national interests of
the United States, especially in the areas of critical infrastructure, defense systems and government networks. Traditional rule-
based and signature-driven cybersecurity solutions are less and less sufficient to deal with advanced and adaptive attacks such
as zero-day exploits and advanced persistent threats. This challenge has spurred the rapid development of interest in smart
cybersecurity systems that use artificial intelligence (Al) and machine learning (ML) to bolster threat detection, prediction
and response capabilities.

Despite the increasing use of Al-enabled security tools, there is a research gap that remains in the synthesis of conceptual
architectures with analytical insights to directly relate Al-enabled cybersecurity mechanisms to national security objectives.
Existing studies tend to concentrate on discrete technical models without adequately addressing the system level of design,
operational scalability, and policy relevance in the context of U.S. national defense and critical infrastructure protection.

This study takes a combined conceptual and analytical approach to study intelligent cybersecurity systems that are designed
to protect U.S. national interests. A layered architecture of Al-based cybersecurity is proposed, which utilizes supervised
learning, unsupervised learning, and deep learning for intrusion detection, finding an anomaly, and adapting to the threat.
Comparative analytical evaluation is used for assessing the performance and strategic applicability of models for national
security domains.

The findings point out that Al- and ML-powered systems have a major influence on being much better in detection accuracy,
response time and adaptability than conventional cybersecurity frameworks. The study makes a structured contribution,
connecting technical capabilities and strategic national interests and includes the identification of major issues concerning
ethics, governance and system resilience. These insights provide useful information for policy makers and security
practitioners trying to bolster the national cyber defense with smart, scaleable, and policy-aligned cybersecurity solutions.
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. INTRODUCTION systems are now a constant and evolving threat to national

stability. Adversaries are finding increasing opportunities

» Cybersecurity Threat Landscape and US National
Interests

Cybersecurity has become a pivotal cornerstone of
national security in the United States due to the explosive
digitalization of government services, defense systems,
critical infrastructure and economic activities. State-
sponsored cyber operation, cyber espionage, ransomware
campaign, and targeted coordinated attacks on critical

to compromise communication networks, energy grids,
financial systems, healthcare infrastructure, and military
platforms, in order to undermine public trust, disrupt
critical operations, and achieve strategic ends. These cyber
threats know no geographical location as it allows a hostile
actor to launch large-scale operations while maintaining a
minimal physical presence and relatively low cost.
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For the United States, protecting cyberspace is
directly connected with the protection of the national
interests, including economic security, military readiness,
public safety, and democratic institutions. Critical
infrastructure sectors like energy, transportation, water
systems and telecommunications have been high targets
because of the interconnectivity of these sectors and the
possible cascading effects. A successful cyberattack on
these systems can lead to mass economic losses,
operational paralysis and national security vulnerabilities.
As cyber threats have continued to become more complex
and at scale, there is an urgent need for resilient, adaptive,
and intelligence-driven cybersecurity solutions that can
operate at a national scale.

> Limitations to Traditional Cybersecurity Systems

Traditional systems that implement cybersecurity are
highly dependent on predefined rules, signature-based
detection, and manual intervention. While these
approaches have been effective against known threats,
they have difficulty keeping up with modern attack
techniques that are characterized by stealth, adaptability
and rapid evolution. Signature based systems need
frequent updating and are by nature reactive, and often
cannot identify zero-day vulnerabilities or novel attack
patterns. Similarly, rule-based intrusion detection systems
rely on human expertise to define and maintain rules, and
hence, they are labor-intensive and time-consuming to
respond.

Furthermore, traditional security tools cannot handle
the large quantities of data that are produced by modern
networks and can only process and analyze them with
limited capability. As more organizational infrastructures
grow and interconnect, security teams endure growing
alert fatigue and lack of situational awareness. These
constraints make traditional systems less effective in
national-scale environments, where real-time detection
and speedy response are crucial. The widening gap
between the sophistication of an attack and the ability to
defend against it proves the need for more intelligent,
automated and scalable cybersecurity mechanisms.

» Role of Al and Machine Learning in Modern Cyber
Defense

Artificial intelligence and machine learning have
revolutionized the field of cybersecurity, allowing security
systems to learn from data, adapt to changing threats, and
make data-driven decisions in real time. Al-powered
cybersecurity solutions are able to analyze large and
complex data sets and find patterns, anomalies and
correlations that may be hard to spot for human analysts or
traditional cybersecurity products. Machine learning
techniques including supervised learning for the accuracy
of intrusion detection and unsupervised learning which can
detect unknown attack behaviour.

Deep learning models are further used to enhance the
cyber defense system by picking up on complex, high-
dimensional relationships from network traffic and system
logs. Reinforcement learning also adds adaptive defense

mechanisms so that the systems can optimize the response
using the feedback from the environment. These
capabilities are used for proactive detection of threats,
automation of incidents response and system
improvement. For the applications in the national security
field, the most important benefit of Al and ML is the
flexibility and scalability to defend a variety of mission-
critical assets across government and defense sectors.

» Research Gap and Motivation

Although the use of Al and ML in cybersecurity has
received a great deal of attention, current research is often
limited to isolated use in algorithms or specific
applications without addressing the greater system-level
integration and strategic alignment. Many of the studies
focus on performance measures, such as accuracy and
detection rate, and do not consider operational
complications, ethical concerns, and policy implications of
the technology as it applies to national security.
Additionally, there is very little work that explicitly links
intelligent cybersecurity architectures to the defense of US
national interests across multiple spheres.

This gap highlights the importance of having a
holistic framework that combines technical innovation
with strategic goals. The motivation of this study is
bridging this divide by looking at intelligent cybersecurity
systems not only as technical but also as strategic assets
for national defense. By aligning the cybersecurity
mechanisms driven by artificial intelligence with the
national priorities, the aim of this research is to improve
both the effectiveness of the operation and policy
relevance.

» Contributions of this Study

This study has several key contributions to the field
of cybersecurity and national security. First, it introduces
a conceptual architecture for intelligent cybersecurity
systems that incorporates the Al and ML techniques in an
integrated and scalable framework. Second, it offers an
analytical assessment of machine learning models across
national security domains for the detection and response
of cyber threats. Third, the study provides a strategic view
by connecting technical capabilities with US national
interests, including consideration of ethical, legal, and
governance issues. Collectively, these contributions help
to advance the concept of how intelligent cybersecurity
systems can in fact be successfully designed and
implemented to protect national assets.

» Organization of the Paper

The rest of this paper consists of the following
organization. Section 2 reviews some related work and
gives some background into cybersecurity and Al-driven
defense mechanisms. Section 3 gives the proposed
intelligent cybersecurity architecture fitted in national
security goals. Section 4 discusses the machine learning
models used for cyber threat detection and compares their
performances. Section 5 discusses practical applications in
protection of U.S. national interests. Section 6 is an
analysis of threat assessment and risk management with
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Al. Section 7 examines some ethical, legal and strategic
issues, and Section 8 presents some future directions and
policy implications. Finally, Section 9 concludes the paper
with an overview of main findings and recommendations.

1. BACKGROUND AND RELATED WORK

» Evolution of National Infrastructure Contemplated
Cyber Threats

Cyber threats to national infrastructure have changed
dramatically in the last 20 years, moving from single and
financial-driven attacks to highly coordinated state-
sponsored cyber actions. Early cyber incidents were
mostly opportunistic and targeted at website defacing,
simple malware and denial-of-service attacks. Whereas,
the modern cyber threats are persistent, stealthy and
strategically geopolitical. Advanced persistent threats
(APTS), supply chain attacks and zero-day exploits have
become the primary threat in today's world, allowing
criminals long-term access to sensitive systems without
being caught.

U.S. critical infrastructure - including energy grids,
transportation systems, water facilities, healthcare services
and defense networks - have become increasingly linked
together using digital technologies. While this
interconnectivity makes things more efficient and able to
operate, it also increases the attack surface of the
environment to malicious actors. Cyberattacks on
industrial control systems as well as supervisory control
and data acquisition (SCADA) environments are
especially dangerous, as these can cause physical damage,
the disruption of services and threats to public safety.
Increasing dependence on cloud computing, Internet of
Things (l10T) devices, remote access technologies, etc. also
add to these vulnerabilities.

State-sponsored cyber campaigns against intellectual
property, military communications and government
databases underpin the strategic value of the cyberspace as
a theatre of war. As a result, cybersecurity has become not
only a technical issue, but also a fundamental part of the
national defense strategy, which requires adaptive and
intelligence-driven solutions.

» Relational Traditional Cybersecurity Models
Conventional cybersecurity frameworks provide the
basis for many of the defence frameworks in place and
continue to have roles in organizational security. These
frameworks usually contain firewalls, antivirus software,
intrusion detection and prevention systems (IDS/IPS),
access control mechanisms and security information and
event management (SIEM) platforms. Their main strength
will be in the enforcement of structured rules and
compliance support and protection against known threats.

However, traditional frameworks are mainly reactive
and rely extensively on predefined rules and threat
signatures.  Signature-based detection needs to be
continuously updated in order to be effective, and is
therefore vulnerable to attacks that have not been seen

before. Rule-based systems also have problems with
scalability and adaptability, especially in large-scale
national infrastructure environments where national
network traffic volumes are large and highly dynamic.
Furthermore, these systems tend to produce a large number
of alerts, putting undue burden on human analysts and
causing a decrease in their response efficiency.

While traditional frameworks for cybersecurity still
have their place in providing baseline security and meeting
legal requirements, they cannot keep up with the advanced
and rapidly evolving nature of modern threats, and they
require the addition of more intelligent and autonomous
defense mechanisms.

» Cybersecurity Approaches Based on Artificial
Intelligence

Al-based cybersecurity strategies have become a
response to the shortcomings of the conventional systems.
By means of artificial intelligence, such approaches
facilitate the automated analysis of large amounts of data,
identify complex patterns and quickly adapt to new threats.
Al-based systems can take the information from multiple
data sources such as network traffic, system logs, and user
behavior and correlate them to provide actionable
intelligence in real time.

In a national security context, Al-driven
cybersecurity helps to support proactive threat hunting,
predictive analysis and automated response. These
capabilities make systems less reliant upon manual
intervention and more aware of situations across the
distribution of systems. Al techniques, such as natural
language processing, help in the analysis of threat
intelligence reports and knowledge graphs are used to map
the behavior and infrastructure dependencies of the
attackers. As cyber threats become more complex, the
ability to scale and speed up ways to address cyber threats
is needed for national-scale cyber defense, Al-driven
approaches provide.

» Machine Learning Techniques to Detect Threat

Machine learning is the backbone of intelligent
cybersecurity systems that provides data-driven ways of
detecting and responding to cyber threats. Supervised
Learning Algorithms such as decision tree, support vector
machines and neural networks have been extensively used
for intrusion detection and malware classification
algorithms with the help of labeled data. These models
have a high accuracy of identifying known attack patterns
but need constant retraining in order to be effective.

Unsupervised learning techniques such as clustering
and anomaly detection, solving the problem of unknown
threats by detecting the deviation of the normal behavior
of the system. This ability is especially useful for
identifying zero-day attacks and insider threats. Deep
learning models such as convolutional neural networks
and recurrent neural networks help to improve the
performance of detection even further by understanding



complex temporal and spatial patterns in parallel big
datasets.

Reinforcement learning has also been given attention
for adaptive cyber defense, to allow systems to learn the
optimal response strategy through interaction with the
environment. Collectively, these machine learning
techniques allow intelligent cybersecurity systems to be
proactive, adaptive and scale, which makes them suitable
for protecting national infrastructure.

» Gaps in Existing Research

Despite great advances in research on Al capabilities
in cybersecurity, there are several gaps. Many studies
examine the narrow question of algorithmic performance,
and do not address the system level integration and real-

world deployment issues, nor do they align with national
security objectives. Limited attention is paid to
interoperability with existing infrastructure, scalability
across heterogeneous environments and governance
frameworks that are needed for national deployment.

Additionally, the ethical and legal considerations that
must be taken into account, such as data privacy,
algorithmic transparency and accountability, are typically
seen as secondary considerations. There is also a lack of
comprehensive  comparative analyses that assess
traditional and Al-driven cybersecurity systems in terms
of national interests. Addressing these gaps requires a
holistic approach that brings together technical innovation
with strategic, operational and policy perspectives - an
approach taken in this study.

Table 1 Comparison of Traditional vs Al-Driven Cybersecurity Systems

Aspect Traditional Cybersecurity Systems Al-Driven Cybersecurity Systems
Detection Effective for known threats and Detects known and unknown threats, including zero-
Capability signatures day attacks

Adaptability Low; requires manual updates and rule High; learns and adapts from data continuously
changes
Scalability Limited in large, complex environments Highly scalable across national-level infrastructures

Response Time

Slower, often dependent on human
intervention

Near real-time automated detection and response

Limitations

Reactive, alert fatigue, poor anomaly

detection

Data dependency, model bias, governance challenges

1. SMART CYBERSECURITY SYSTEM
FOR NATIONAL SECURITY

» Conceptual Architecture of Intelligent Cybersecurity
Systems

An intelligent cybersecurity architecture geared
towards national defense must be capable of supporting
large-scale, heterogeneous environments with the ability
to Dbe adaptable, resilient and provide real-time
responsiveness.  Unlike traditional approaches to
perimeter-based security models, intelligent architectures
are based on a layered and data-centric approach
integrating continuous monitoring, advanced analytics and
automated response. At the heart of this architecture lies
the capability to be able to transform raw security
information into actionable intelligence to support
operational and strategic decision making.

The proposed intelligent cybersecurity system is
based on an end-to-end pipeline that includes data
ingestion, intelligent analysis, threat evaluation and
response execution. Each layer is designed to function
individually with the capacity to be operationally seamless
between each other. This modular design adds to the
scaling and guarantees that the architecture could be
implemented across different national infrastructure
sectors including national defense networks, government,
and critical infrastructure services. In short by having
intelligence throughout the architecture, the system allows
for proactive defense instead of reactive incident
management.

> Information Sources for Threat Intelligence Feeds

Data provides the foundation of intelligent
cybersecurity systems. National defense environments
produce tremendous amounts of heterogeneous data from
network traffic, endpoint devices, cloud service and
industrial control systems. Effective cybersecurity
architecture has to combine several data sources to provide
holistic situational awareness. These sources can be
network flow data, system and application logs, user
activity data, sensor data from critical infrastructure and
telemetry from defense platforms.

In addition to internal data, external threat
intelligence feeds are an important role in increasing
system awareness. These feeds serve information on new
threats, known adversary tactics, techniques, and
procedures, and indicators of compromise. Government
and defense specific intelligence data sources combined
with commercial and open source feeds allow the system
to help put observed events into the larger threat picture.
Data normalization and preprocessing mechanisms
guarantee consistency, accuracy and timeliness of the data
to be able to carry out efficient downstream analyses.

» Al and ML Integration Layers

The intelligence layer is the analytical heart of the
cybersecurity architecture, where Al and ML models are
used to process the ingested data so that they can identify
the threats and understand the potential risks. This layer is
designed into various analytical components, each of
which is optimized for special cybersecurity functions.
Supervised learning models are used in the deployment of
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intrusion detection and malware classification, where the
labeled data is used to identify known patterns of attack.

Unsupervised learning models are a complementary
technology to these capabilities, identifying anomalies and
deviations from the baseline behavior, making them
effective against novel and stealthy attacks. Deep learning
architectures improve the feature extraction and pattern
recognition, especially in a complex and high-dimensional
data environment like encrypted traffic and a large system
log. Reinforcement learning models bring in adaptive
defense mechanisms that continuously optimise the
thresholds of detection and ways of response based on the
feedback from the system.

The combination of these Al and ML models made
available through a unified analytical layer allows for
holistic threat analysis and less dependence on manual
interpretation. Model orchestration and ongoing learning
mechanisms guarantee that the analyst gets better at
analysis over time, even as his or her adversaries improve
their tactics.

» Decision Making and Mechanisms for Automated
Response

Effective cybersecurity for national defense entails
more than accurate threat detection: it also includes quick
and effective response. The decision-making layer takes
the results of analysis and converts them into actionable
security responses based upon predefined security
policies, risk assessments and adaptive logic. Threat
severity is assessed based on factors such as potential
impact, likelihood and asset criticality, making it possible
to prioritize response actions. Automated response
mechanisms such as network isolation, access revocation,
filtering of traffic and system patching are performed with
minimal human intervention. For high-risk situations, the
system allows for human-in-the-loop decision-making to

ensure that the system is overseen and does not violate
legal or operational requirements. Automating the routine
response and escalating critical incidents, the architecture
involves reduced response and increased overall
resilience.

Continuous feedback loops enable the system to
measure the effectiveness of response action and support
strategy change. This adaptive ability is critical to
neutralize constant and evolving threats against the
national infrastructure.

» Consonance to U.S. National Security Objectives

The intelligent cybersecurity architecture proposed is
clearly consistent with the national security interests of the
United States such as critical infrastructure protection,
defense preparedness, economic stability, and citizen
security. The system enhances both operational and policy
level strategic planning and decision-making thanks to the
formulation of real-time situational awareness as well as
predictive threat analysis.

Scalability and interoperability guarantee an ability to
coordinate defense when multiple agencies and sectors
should work together as the existing government and
defense systems are compatible. The architecture also
provides the adherence to the national cybersecurity
standards and frameworks, allowing governance and
accountability. System design has ethics, including data
privacy, data transparency, policy controls and audit
mechanisms, embedded in it.

Having combined advanced Al with the national
security priorities, the architecture is one of the strategic
assets which increase cyber resilience, inhibit adversaries,
and bolster the strength with which the United States can
protect its national interests in a more competitive digital
space.
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The diagram shows the end-to-end smart
cybersecurity system of national defense starting with the
ingestion of data by the inner workings and outer threat
intelligence feeds of the system. The Al and ML analysis
layer analyses and correlates using the models of
supervised models, unsupervised models, deep learning
models and reinforcement learning models. Decision-
making layer receives analytical outputs and measures risk
and initiates automated or manual reaction measures.
Feedback loops also facilitate constant learning and
optimization of the system, which guarantees adaptive and
resilient cyber defense of the national infrastructure.

(AVA CYBER THREAT DETECTION
MACHINE LEARNING MODELS

Intelligent cybersecurity systems have extensively
adopted machine learning (ML) as a source of analytical
power to derive actionable information about vast and
complicated security data. In a National defense
environment, ML images help us detect threats
automatically, allow creative response and incrementally
improve against evolving cyber adversaries. This section
contains a detailed technical and analytical understanding
of key ML paradigms that are employed in cyber threat
detection, their respective strengths, limitations, and
suitability in protecting the security of US national
interests.

» Supervised Learning for Intrusion Detection

Supervised learning techniques are commonly
applied to intrusion detection problems in which labeled
datasets are available. They are models that are trained on
explicit feature of input (network traffic properties or
system call patterns) and known attack types. Some of the
common supervised algorithms are support vectors
machine (SVM), decision tree, random forest and classical
neural network.

In national cybersecurity situations, supervised
learning is useful for identifying known attack vectors,
signatures of malware, and violations of policies. Random
forest models in particular are popular for their robustness
and handling of high dimensional data and of reducing
overfitting by ensemble learning. Nevertheless, the quality
and access to labeled data are very critical when using
supervised models and could be scarce in very secretive or
quickly changing threat conditions. As adversaries devise
new methods of attack, supervised models need to be
retrained routinely in order to keep up detection accuracy.

» Unsupervised Learning of Anomaly Detection
Unsupervised learning is used to overcome one of the
most important challenges of cybersecurity, which is a
zero-day attack. These models are not based on labeled
data, rather they learn the baseline patterns of normal
behavior and trace the abnormalities which can be the
symptoms of malicious activity. Clustering, principal
component analysis, autoencoders, and others are
commonly used as techniques to detect anomalies.

Unsupervised learning on national infrastructure
protection largely comes in handy in critical system
monitoring where attack signatures are not known or have
been deliberately obfuscated. Autoencoder-based models
infuse normal behavior into latent representations and
identify reconstruction errors which are considered
anomalies. These models are very useful in the discovery
of new threats, but can result in false positives when
normal system behaviour evolves with time, and context-
dependent adaptive thresholding and validation are
needed.

» Advanced Persistent threat (APTs): Deep Learning

Advanced persistent threats (APTs) pose one of the
greatest cybersecurity threats to US national security
because of their stealthy, long-term and targeted nature.
Deep learning models are ideal for the detection of APTS,
as they can detect complex patterns in temporal and spatial
data and large data sets. Convolutional neural networks
(CNNSs) process structured representation of traffic and
binaries whereas the recurrent neural networks (RNNs)
and long short-term memory (LSTMs) model the
sequential behaviors through time periods.

Hybrid deep learning architectures, for example
CNN-LSTM architectures, are a combination of feature
extraction and analysis of the temporal aspect of attacks in
order to detect coordinated attack campaigns. These
models are able to show better results when it comes to
detecting multi-stage attacks that bypass traditional
defenses. However, their computational complexity and
low interpretability are challenges in the implementation
in mission-critical environments, and thus careful
optimizations and governing them.

» Reinforcement Learning to Adaptive Defense
Reinforcement learning (RL) adds a dynamic and
adaptive line to cybersecurity by making them learn the
best way to defend by interacting with the environment. In
RL-based cyber defense, RL agents receive feedback in
the form of rewards or penalties, depending on the
effectiveness of their RL-based agent’s actions, such as
blocking traffic, or isolating compromised systems.

This approach is especially relevant in the case of
national defense scenarios in which the conditions of the
threat may change rapidly and predefined rules may be
insufficient. RL models provide an opportunity to continue
to optimize for response strategies in order to balance
security effectiveness with operational continuity.
Although this approach is promising, reinforcement
learning must be designed carefully to avoid unintended
consequences and alignment with legal and policy
limitations.

» Training Model, Evaluating Models and Performance
Metrics
Effective use of ML models for fighting
cybersecurity can only be achieved through strict training,
evaluation, and validation practices. Training includes
preprocessing huge data sets, feature engineering and
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tuning the model to be generalizable for different
environments. Evaluation metrics like accuracy, precision,
recall, and F1-score help to get a quantitative measure of
the performance of the model.

In national security applications, it is especially
important to have precision and recall. High precision

minimises false alarms that can overload analysts and high
recall ensures that important threats are not missed.
Ensemble and deep learning models tend to perform better
than simpler algorithms because of their ability to model
complex patterns, but have to be balanced by a
computational cost and interpretability requirement.

Table 2 Machine Learning Algorithms Used in Cybersecurity and their Applications
Algorithm Type Example Models Primary Application Strengths Limitations
Supervised SVM, Random Intrusion detection, High accuracy for Requires labeled
Learning Forest malware classification known threats data
Unsupervised Autoencoders, Anomaly and zero-day Detects unknown Higher false
Learning Clustering detection attacks positives
Deep Learning CNN, LSTM, CNN- APT and behavioral Captures complex High
LSTM analysis patterns computational cost
Reinforcement Q-learning, Policy Adaptive response Dynamic optimization Training
Learning Gradient strategies complexity

Performance Comparison of Machine Learning Models
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Fig 2 Performance Comparison of ML Models

The bar chart compares the performance of four
representative models of ML algorithm i.e SVM, Random
forest, Auto-encoder and CNN-LSTM with respect to
three important metrics viz. Accuracy, Precision and
Recall. The horizontal axis is the ML models and the
vertical axis shows the percentage of performance.

The CNN-LSTM model shows the best performance
in all the metrics, indicating that they have the capability
to capture both the spatial and temporal attack patterns
which is important to detect the advanced persistent
attacks. Random forest models also have a great
performance due to ensemble learning and provide a
balance between accuracy and interpretability. SVM
Models have moderate performance, limited to scalability,
while auto-encoder based models have the best
performance in the field of anomaly detection and their
performance in terms of precision is low owing to the false
results.

This comparison explains the reason why advanced
forms of deep learning and ensembles are gaining
popularity for national-scale cybersecurity deployments.

V. APPLICATIONS IN SAFEGUARDING
U.S. NATIONAL INTERESTS

Intelligent cybersecurity systems backed by artificial
intelligence and machine learning have a decisive role in
safeguarding U.S. national interests by supporting the
security of critical assets, economic sustainability, and
strategic advantage in the cyberspace. The blending of
artificial intelligence capabilities provides platforms for
proactive defense, real-time situational awareness and
coordination on sectors that are pivotal to national
security. This section reviews important application areas
in which intelligent cybersecurity systems can make a
practical difference and can be made policy relevant.



» Protection of Critical Infrastructure

Critical infrastructure  sectors like energy,
transportation, water systems, healthcare, etc., are the
backbone to national stability and public safety. These
sectors are increasingly dependent on interconnected
technologies (both digital and operational) and thus
become a target of cyber adversaries who want to cause a
widespread disruption. Intelligent cybersecurity systems
improve critical infrastructure protection, constantly
monitoring the network traffic, operational data, and
system behavior in order to spot anomalies and possible
intrusions.

Al-powered anomaly detection is especially powerful
in the industrial control systems and SCADA settings
because traditional security solutions don't always have a
clear picture. Machine learning models can help detect
subtle patterns in operation deviations from the norm that
can indicate sabotage or a system compromise. Automated
response mechanisms are available for quick response for
containment purposes with a minimal risk of cascading
failures. From a policy standpoint it is important to deploy
intelligent  cybersecurity  solutions to shore up
infrastructure resilience to aid in national mandates for
critical infrastructure protection.

» Defense Systems and Military Networks

Defense systems and military networks are
considered high-value targets due to the sensitive nature of
the information they process and the fact that they are
considered strategically important. Cyberattacks on these
systems can affect operational readiness and intelligence
capability and command & control functions. Intelligent
cybersecurity systems offer high-level protection system
by combining threat intelligence, behavior analysis and
adaptive defense mechanisms adapted to military settings.

Deep learning models are especially useful in the
detection of advanced persistent threats that attack defense
networks over long periods of time. Reinforcement
learning-based defense mechanisms allow the adaptation
to changing conditions of the threat and ensure mission
continuity. Such capabilities make defense platforms more
cyber resilient and reduces the use of manual monitoring.
From a strategic standpoint, intelligent cybersecurity
systems help to enhance deterrence by making military
operations successful cybercrimes more costly and
complicated.

» Information Systems in Government

Government information systems are used in a
myriad of public services, policy functions and
administration activities. These systems frequently contain
sensitive citizen data and classified information and thus
these systems are often quite appealing for cyber
espionage and disruption. Intelligent cybersecurity
systems help to improve the security of government
networks by allowing constant monitoring, identity and
access management, and automated incident response.

Machine learning models are used to analyze user
behavior in an effort to identify insider threats and
compromised accounts, while Al-defined analytics are
used to correlate events across multiple agencies to offer a
complete situational awareness. Automated workflows
make it faster to respond to cyber incidents and work
together in coordination. These capabilities support
government efforts to help ensure data integrity,
availability of service and overall public trust in digital
governance.

» Financial and Economic Security

The financial sector is one of the pillars of the US
economic stability and is a regular target for cybercrime
and state-made attacks. Intelligent cybersecurity systems
are an important part in securing the integrity of financial
institutions, payment systems and market infrastructure
systems against fraud, data breaches and systemic
disruption.

Machine learning models are excellent at identifying
fraudulent transactions and abnormal behavior in real-
time, making it possible to act quickly. Al-powered risk
assessment tools are used to help with regulatory
compliance and systemic risk assessment to minimize the
possibility of financial failures cascading. At the national
level, securing the financial systems through intelligent
cybersecurity helps build economic resilience and mitigate
cyber-enabled economic coercion through cybersecurity.

> Intelligence and Counter Intelligence Activities

Intelligence and counter espionage operations rely on
the protection of collection, analysis, and dissemination of
sensitive information. Cyber espionage campaigns that
target intelligence systems are highly dangerous to
national security as they expose sources, methods and
strategic insights. Intelligent cybersecurity systems
improve the ability to counter espionage by detecting
advanced attempts to break in and monitoring the behavior
of adversaries on a variety of digital fronts.

Advanced analytics and threat intelligence
integration allows for early detection of espionage
activities with automated response mechanisms allowing
to limit exposure and exfiltration of data. These
capabilities serve the national intelligence agencies to
maintain information superiority and security of strategic
assets. From a policy standpoint, smart cybersecurity
systems contribute to national defense by securing
intelligence operations in a newly contested area of cyber
wars.



Table 3 Cybersecurity Applications Across U.S. National Interest Sectors

Sector Primary Assets Protected Al/ML Application Strategic Impact
Critical Energy grids, transport, healthcare | Anomaly detection, real-time Prevents large-scale
Infrastructure systems monitoring disruption
Defense and Command-and-control systems, APT detection, adaptive Enhances military
Military defense networks defense readiness
Government Citizen data, administrative Insider threat detection, Ensures service
Systems networks incident response continuity
Financial Sector Banking systems, payment Fraud detection, risk Maintains economic
networks assessment stability
Intelligence Classified data, intelligence Espionage detection, threat Protects national
Operations platforms intelligence secrets
VI. THREAT ANALYSIS AND RISK Machine learning helps with prioritization by keeping

ASSESSMENT BASED ON Al

Threat analysis and risk assessment are fundamental
to a good national cybersecurity strategy, especially in
those environments which are non-static, adversary-
driven, or large-scale in nature. Artificial intelligence
makes it possible to switch from reactive security policy
to a prediction method and risk-informed defense by
analyzing great amounts of security data in real time. This
section provides an analytical discussion of the role of Al-
driven techniques in the support of threat prediction, risk
prioritization, real time monitoring, and strategic decision
making in the protection of U.S. national interests.

> Artificial Intelligence Based Threat Prediction Models

Al-based threat prediction models use historical data,
real-time telemetry, and threat intelligence in order to
predict possible cyberattacks before they happen. Machine
learning techniques such as time series analysis,
probabilistic modeling and deep neural networks find
trends and correlation pointing to emerging threats. These
models are used to analyse patterns across network traffic,
system logs and behaviour information from the adversary
- and to estimate the likelihood of future attacks.

And in national defense scenarios, predictive
analytics is one of the ways in which security teams can
get early warning capabilities as the attacks can be
prepared for. For example, Al models can be used to
predict the rise in phishing campaigns or the spread of
malware and coordinated intrusion activities based on the
observed indicators. This is a proactive step to increase
resiliency by minimizing the response time and
minimizing damage to critical systems.

» Risk Scoring and Risk Prioritization

Risk scoring is critical to effectively allocating
cybersecurity resources, especially at a national scale
where assets are widely excluded across in criticality. Al-
driven risk assessment models assess the risk of threats by
analyzing them across several dimensions, such as the
probability of the attack, the potential impact of the attack,
the importance of the assets, and vulnerabilities in the
systems. By combining the factors all together, Al systems
create dynamic risk scores based on the current threat
environment.

the risk assessments updated with the new data available.
High-risk threats directed at mission-critical assets are
brought to the table regardless to immediately address
them, and lower-risk happenings are either tracked or put
on hold. This capability means analysts are not
overwhelmed and limited resources are best used to
protect those assets that are most critical to national
security. From a policy perspective, Al-based
prioritization for risk responds to the needs for policy-
based evidence-based decision-making and strategic
planning.

» Real-Time Threat Monitoring

Real-time Threat Monitoring is something that
defines intelligent cybersecurity systems. Al allows for the
ongoing analysis of streaming data from the networks,
endpoints, and sensors across national infrastructure to
give up-to-date situational awareness. Anomaly detection
and behavioral analytics detect suspicious activities while
they happen in which case they can be contained and
mitigated rapidly.

Unlike conventional monitoring systems that are
built on static thresholds, in Al-driven monitoring
conditions for operations change and there is an adaption
of the monitoring. This adaptability is especially critical in
dynamic systems like defense networks and critical
infrastructure systems. Automated alerts and response
actions have the potential to minimize the amount of time
between detection and mitigation of a cyber-incident and
therefore the operational and strategic impact of cyber
incidents.

» Strategic Decision Support

Beyond the operation defense level, threat analysis
through Al is a strategic decision support for national
security leaders and policymakers. Aggregated analytics
and predictive information can be used for long-term
planning, investment decisions and policies. Al systems
create high-level risk assessments and scenario analyses to
assist decision-makers on how cyber threats may occur
and impact them.

By combining technical information with strategic
context, decision support using artificially intelligent
analysis boosts the coordination of different government
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agencies, and supports a national cybersecurity posture.
This capability adds to the credibility of deterrence, as well

as the ability to ensure that cybersecurity efforts are in line
with overall national security goals.

Trend Analysis of Cyber Threat Detection Over Time Using Al Systems
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Fig 3 Trend Analysis of Cyber Threat Detection Over Time Using Al Systems

The line graph shows a comparative trend in the rates
of cyber threat detection over time of traditional
cybersecurity systems and Al-based systems. The time
axis is the horizontal axis (years) and the detection rate
axis is the vertical axis (as a percent). The existing systems
are demonstrating gradual improvement because of yearly
incremental updates and manual optimizations. In
contrast, Al-based systems exhibit a more steep and
sustained growth in detection performance which holds for
continual learning, adaptability and prediction.

This trend demonstrates the strategic value of Al-
powered cybersecurity during national defense by
empowering better detection rates to directly lead to lower
success of this attack and resilience.

VII. ETHICS, LAWS, AND STRATEGY
CHALLENGES

While intelligent cybersecurity systems are highly
beneficial in protecting U.S. national interests, their use
raises complex ethical, legal, and strategic issues. High-
impact cybersecurity research should be done in a way that
will address these issues so that Al-driven defenses are not
only effective but lawful, accountable, and democratic in
nature. This section discusses the major challenges that are
associated with Al-based cybersecurity and mitigation
strategies that are relevant for national-scale
implementation.

> Privacy of the Data and Civil Liberties

Al-driven cybersecurity systems are based on huge
volumes of information being harvested from networks,
users, and digital services. This massive data-gathering

raises some serious concerns for privacy and civil liberties
and even the potential for over-surveillance. In the national
defense and government realms, security monitoring can
unintentionally take in sensitive personal information and
may cause tension between security interests and
individual rights.

This needs strong data governance frameworks to
balance effective cybersecurity and protection of privacy.
Techniques such as data minimization, anonymization and
differential privacy can help minimize the possibility of
misuse while retaining the analytical value. Clear policies
to determine how data will be accessed, retained, and used
are necessary to preserve public trust and ensure
compliance with constitutional and statutory protections.

> Algorithmic Bias and Transparency

Algorithmic bias is a very important ethical issue in
Al-based cyber security systems. Machine learning
models that are trained with incomplete or
unrepresentative data can lead to biased results, resulting
in unequal treatment of users or misclassification of
legitimate activities as threats. In national security
situations, this type of errors can be disastrous to
operational effectiveness as well as create concerns of
fairness and accountability.

Transparency and explainability are crucial to
reducing bias and ensuring trust in Al-driven decisions.
Explainable Al techniques help analysts and decision-
makers to comprehend how models come to specific
conclusions, and validate and oversee them. Regular
audits, diverse training datasets, and continuous
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performance evaluation all help to ensure that Al systems
remain accurate and unbiased over time.

» Al Governance and Accountability

The growing autonomy of the Al-driven
cybersecurity systems requires the existence of clear
governance and accountability frameworks. Automated
decision making, especially in high stakes settings like
defense and critical infrastructure raises questions as to
who is responsible of error, unintended consequences and
system failures.

The responsibility and accountability of the system
developers, operators, and policymakers are delineated by
effective Al governance systems. The human-in-the-loop
mechanisms provide oversight of key decisions whereas
the audit trails and logging help provide accountability and
post-incident analysis. The strategic aspect of the matter is
that the governance frameworks should be designed in
such a way that the deployment of Al is coordinated with
the national policy on security and the ethics of the matter,

so that the technological progression could not become
ahead of the control over the institutions.

> International and National Cyber Laws

Al-based cybersecurity is applied in the complicated
legal environment, which is defined by the national laws
and international standards. The U.S. cybersecurity
programs should adhere to the local legislation of data
protection, surveillance, and vital infrastructure
protection. Meanwhile, cyber activities tend to traverse
national boundaries, and it presents dilemmas concerning
jurisdiction, attribution, and international law.

The application of Al in cyber defense is also
connected with the new rules of responsible state conduct
in cyberspace. To ensure that the escalation does not
happen, there is a need to provide clear legal frameworks
and international cooperation to promote stability. Fixing
Al-driven cybersecurity on legal requirements enhances
legitimacy and assists in collective defense in the
international cyber space.

Table 4 Challenges and Mitigation Strategies for Al-Based Cybersecurity

Challenge Description

Mitigation Strategy

Data Privacy
surveillance

Risk of excessive data collection and

Data minimization, anonymization, strong
governance

Algorithmic Bias

Biased or inaccurate model outcomes

Diverse datasets, explainable Al, regular audits

Accountability

Unclear responsibility for automated

Human-in-the-loop, audit trails, governance

decisions frameworks
Legal Complex national and international Policy alignment, legal review, international
Compliance regulations cooperation
VIII. FUTURE DIRECTIONS AND necessary to have strong safeguards, such as human

POLICY IMPLICATIONS

The dynamic development of cyber threats and
technologies structures require sustained improvement of
intelligent cybersecurity systems. It is believed that
artificial intelligence and machine learning will become a
more central factor in future cyber defense strategies,
especially when it comes to defending the U.S. national
interests. The section provides an overview of the new
trends in Al-based cybersecurity and explains the
implications of policy that is necessary to maintain long-
term cyber resilience on a national level.

» Autonomous Cyber Defense Driven by Al

The creation of fully or semi-autonomous cyber
defense systems is one of the most important cybersecurity
trends in the future. These systems do not just offer
automated response, but also allow in-service learning,
self-optimization and autonomy in dynamic threat
environments. Autonomic defense using Al will be able to
identify and counterattack threats faster than humans
without the need to have a human being, which is
important during large-scaled and high-speed attacks.

Autonomous cybersecurity systems have strategic
benefits to national defense because they minimize the
time of response and increase vulnerability to coordinated
attacks. Nevertheless, to have safe autonomy, it is

control over high-impact choices, testing, and failsafe. To
have responsible deployment policymakers need to strike
a balance between autonomy and accountability and
control.

» Probability of Interoperability with Quantum-

Resistant Security

The introduction of quantum computing has its
opportunities and challenges to cybersecurity. Although
guantum technologies have a potential to improve
computational power, they become a danger to current
cryptographic systems that have become the backbone of
the national security infrastructure. To ensure
confidentiality and integrity in a post-quantum world,
smart cybersecurity systems of the future should
incorporate security controls resistant to quantum
computers.

The shift to quantum-resistant cryptography can also
be facilitated with the help of Al and ML, which can be
used to optimize algorithm choice, key management, and
migration. With Al-based threat analysis and quantum-
resistant protocols, the defense systems of the country can
be guaranteed that they are safe against classical and
quantum-enabled attacks. Quantum-resilient security
requires proactive investment in order to maintain a long-
term national cyber resilience.
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» Policy Recommendations to U.S. Cyber Defense

The development of smart cybersecurity systems can
only succeed with the implementation of efficient policy
frames. The cyber defense policy formulated by the U.S.
ought to focus on the standardized Al governance, cross-
agency interoperability, and long-term research and
workforce growth. To ensure the credibility of the
population and the law, strict principles regarding the use
of Al ethically, data protection, and accountability are
required.

There should also be a policy that promotes public
and private cooperation as the critical infrastructure and
technological innovation cuts across the two sectors. Co-
locating common threat intelligence environments and
coordinated response systems increase situational
awareness at the national level. The role of international
interaction is also essential because the standard
procedures and agreements could help to minimize the
chances of cyber escalation and ensure stability in the
international cyberspace.

» Research Opportunities

Nonetheless, the field of intelligent cybersecurity still
has many prospects of research. The future of Al
explainability, adversarial machine learning defense, and
scalable model deployment is the key to enhancing the
reliability and trustworthiness of the systems. Future
studies on the incorporation of heterogeneous data
sources, such as operational technology and cyber-
physical systems, will also improve the situational
awareness.

Also, more interdisciplinary studies on cybersecurity,
policy research and ethics are necessary as a way of
resolving the issue of governance. The role of intelligent
cybersecurity systems as a foundation of U.S. national
security strategy can be enhanced in future studies by
promoting innovativeness and cooperation.

IX. CONCLUSION

The increasing size, complexity, and intractability of
cyber threats reinforce the importance of sophisticated
cybersecurity measures that would be able to safeguard the
U.S. national interests. This paper has reviewed intelligent
cybersecurity systems that use artificial intelligence and
machine learning to overcome the shortcomings of the
conventional reactive security methods. Intelligent
cybersecurity architectures combine Al-based analytics,
adaptive learning frameworks, and on-the-fly response
solutions to create a proactive and scalable cybersecurity
architecture that enables it to operate in a nation-wide
environment.

The discussion shows that machine learning
algorithms such as supervised, unsupervised, deep
learning, and reinforcement learning models can be used
to generate improved threat detection, prediction, and
response attributes. Monitored models are more proficient
at recognizing annotated attack patterns, whereas

unsupervised and deep learning models allow identifying
the previously unknown threats and advanced persistent
recruitsment. Reinforcement learning can also be used to
reinforce cyber defense due to its ability to promote
adaptive and optimal response strategy. Collectively, the
techniques are used to enhance the accuracy of detection,
minimize response time, and increase operational
resilience than traditional cybersecurity systems.

Strategically, smart cybersecurity systems are critical
in protecting the U.S. national interests in the critical
infrastructure, defense systems, government networks,
financial institutions, and intelligence activities. Threat
analysis and risk assessment powered by Al will
contribute to situational awareness and facilitate
situational awareness and promote operational and policy-
level decision-making. Allowing the identification of
threats at an early stage and prioritization of risks
dynamically, these systems can be used to eliminate
massive disruptions, sensitive information, and stability in
economic and national security.

It is also observed in the study that it is critical to
tackle ethical, legal, and governance issues related to Al-
based cybersecurity. The responsible deployment must
take into consideration a balance between the security and
privacy goals, make automated decision-making
transparent and answerable, align technical innovation
with national and international laws. The development of
the proactive policy and interdisciplinary collaboration is
necessary to maintain trust and legitimacy of Al-driven
cyber defense efforts.

In sum, Al-based cybersecurity is an innovative
technology to improve the cyber resilience of the U.S. ina
highly competitive cyber space. With technical innovation
and coupled with strategic alignment and ethical
governance, smart cybersecurity systems can form an
element of national defense. Further investment in
research, policy formulation and labor strength will be
essential in keeping the United States resilient, adaptable,
and secure against the changing cyber threats.

REFERENCES

[1]. Aradau, C. (2010). Security that matters: Critical
infrastructure and objects of protection. Security
Dialogue, 41(5), 491-514.
https://doi.org/10.1177/0967010610382687

[2]. Aragonés Lozano, M., Pérez Llopis, I., & Esteve
Domingo, M. (2023). Threat Hunting Architecture
Using a Machine Learning Approach for Critical
Infrastructures Protection. Big Data and Cognitive
Computing, 7(2).
https://doi.org/10.3390/bdcc7020065

[3]. Alcaraz, C., & Zeadally, S. (2015). Critical
infrastructure  protection:  Requirements and
challenges for the 21st century. International
Journal of Critical Infrastructure Protection, 8, 53—
66. https://doi.org/10.1016/j.ijcip.2014.12.002

12


https://doi.org/10.1177/0967010610382687
https://doi.org/10.3390/bdcc7020065
https://doi.org/10.1016/j.ijcip.2014.12.002

[4].

[5].

[6].

[7]1.

[8].

[9].

[10].

[11].

[12].

[13].

[14].

[15].

Bueger, C., & Liebetrau, T. (2023). Critical
maritime infrastructure protection: What’s the
trouble? Marine Policy, 155.
https://doi.org/10.1016/j.marpol.2023.105772
Givens, A. D., & Busch, N. E. (2013). Realizing the
promise of public-private partnerships in U.S.
critical infrastructure protection. International
Journal of Critical Infrastructure Protection, 6(1),
39-50. https://doi.org/10.1016/j.ijcip.2013.02.002
GroRe, C., Olausson, P. M., & Wallman-Lundasen,
S. (2021). Left in the Dark: Obstacles to Studying
and Performing Critical Infrastructure Protection.
Electronic Journal of Business Research Methods,
19(2), 58-70.
https://doi.org/10.34190/EJBRM.19.2.2509
Galbusera, L., Cardarilli, M., Gomez Lara, M., &
Giannopoulos, G. (2022). Game-based training in
critical infrastructure protection and resilience.
International Journal of Disaster Risk Reduction,
78. https://doi.org/10.1016/j.ijdrr.2022.103109
Gkioulos, V., & Chowdhury, N. (2021, May 1).
Cyber security training for critical infrastructure
protection: A literature review. Computer Science
Review. Elsevier Ireland Ltd.
https://doi.org/10.1016/j.cosrev.2021.100361
Henriques, J., Caldeira, F., Cruz, T., & Simdes, P.
(2024). A Survey on Forensics and Compliance
Auditing for Critical Infrastructure Protection.
IEEE Access, 12, 2409-2444.
https://doi.org/10.1109/ACCESS.2023.3348552
Henriques, J., Caldeira, F., Cruz, T., & Simdes, P.
(2023). A forensics and compliance auditing
framework for critical infrastructure protection.
International Journal of Critical Infrastructure
Protection, 42.
https://doi.org/10.1016/j.ijcip.2023.100613

Koski, C. (2020). Committed to Protection?
Partnerships in Critical Infrastructure Protection.
Journal of Homeland Security and Emergency
Management, 8(1). https://doi.org/10.2202/1547-
7355.1860

Karabacak, B., Yildirim, S. O., & Baykal, N.
(2016). A wvulnerability-driven cyber security
maturity model for measuring national critical

infrastructure protection preparedness.
International Journal of Critical Infrastructure
Protection, 15 47-59,

https://doi.org/10.1016/j.ijcip.2016.10.001

Khalil, H. A., Hammad, S. A., Abd El Munim, H.
E., & Maged, S. A. (2025). Low-Cost Driver
Monitoring System Using Deep Learning. IEEE
Access, 13, 14151-14164.
https://doi.org/10.1109/ACCESS.2025.3530296
Liebetrau, T., & Bueger, C. (2024). Advancing
coordination in critical maritime infrastructure
protection: Lessons from maritime piracy and
cybersecurity. International Journal of Critical
Infrastructure Protection, 46.
https://doi.org/10.1016/j.ijcip.2024.100683
Mukherjee, M., Le, J., & Chow, Y. W. (2025).
Generative  Al-Enhanced Intelligent Tutoring

[16].

[17].

[18].

[19].

[20].

System for Graduate Cybersecurity Programs.
Future Internet, 17(4).
https://doi.org/10.3390/fi17040154

Mecheva, T., & Kakanakov, N. (2020, December
1). Cybersecurity in intelligent transportation
systems. Computers. MDPI AG.
https://doi.org/10.3390/computers9040083
Mukherjee, M., Le, J., & Chow, Y. W. (2025).
Generative  Al-Enhanced Intelligent Tutoring
System for Graduate Cybersecurity Programs.
Future Internet, 17(4).
https://doi.org/10.3390/fi17040154

Mughaid, A., Al-Zu’bi, S., AL Arjan, A., AL-
Amrat, R., Alajmi, R., Zitar, R. A., & Abualigah, L.
(2022). An intelligent cybersecurity system for
detecting fake news in social media websites. Soft
Computing, 26(12), 5577-5591.
https://doi.org/10.1007/s00500-022-07080-1
Vennela, A., Akarapu, R. B., Rakshith, B. L.,
Asirvatham, L. G., & Sunil, G. (2026). Intelligent
cybersecurity systems for phishing attack detection
- An overview. Computers and Electrical
Engineering, 130.
https://doi.org/10.1016/j.compeleceng.2025.11082
9

Yigit, Y., Ferrag, M. A., Ghanem, M. C., Sarker, |.
H., Maglaras, L. A., Chrysoulas, C., ... Janicke, H.
(2025). Generative Al and LLMs for Ciritical
Infrastructure Protection: Evaluation Benchmarks,
Agentic Al, Challenges, and Opportunities.
Sensors, 25(6). https://doi.org/10.3390/s25061666

13


https://doi.org/10.1016/j.marpol.2023.105772
https://doi.org/10.1016/j.ijcip.2013.02.002
https://doi.org/10.34190/EJBRM.19.2.2509
https://doi.org/10.1016/j.ijdrr.2022.103109
https://doi.org/10.1016/j.cosrev.2021.100361
https://doi.org/10.1109/ACCESS.2023.3348552
https://doi.org/10.1016/j.ijcip.2023.100613
https://doi.org/10.2202/1547-7355.1860
https://doi.org/10.2202/1547-7355.1860
https://doi.org/10.1016/j.ijcip.2016.10.001
https://doi.org/10.1109/ACCESS.2025.3530296
https://doi.org/10.1016/j.ijcip.2024.100683
https://doi.org/10.3390/fi17040154
https://doi.org/10.3390/computers9040083
https://doi.org/10.3390/fi17040154
https://doi.org/10.1007/s00500-022-07080-1
https://doi.org/10.1016/j.compeleceng.2025.110829
https://doi.org/10.1016/j.compeleceng.2025.110829
https://doi.org/10.3390/s25061666

